ee 


‘essential that the public be informed concerning the activities 


eaadtnee wea disclosure in the interest of national security 
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Executive Order 


National Security Information 


The interests of the United States and its citizens require 


that certain information in the Government's possession 


concerning our national defense and foreign relations BS 


protected uniformly against unauthor ized disclosure. re also is 


of its Government. ‘To ensure that national security information 
is adequately safeguarded, this Order identifies the information, 


to be so protected, pogeersRc= classification, declassification, 


and safeguard ing standards to be followed, and establishes: a 


monitor ing system to ensure its effectiveness. 
SECTION Ls pas calcu 
1-1. “Classisication ee 

1- ~101. Information that requires protection against 


shall be classified in one of the three categories Listed | 


below. . at there is reasonable doubt as to which category is 


appropriate, or as to whether the information should be he 


classified at all, ‘the information shall be protected at the 


highe: ‘level of classification until a final determination is 
made as to the need, for. “protection and the level of protection 


geauieeds, No other ‘categories of Ge teeter ion shall be used to 
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identify information as requiring protection in the interest.of 
national security, except as otherwise provided by statute. 
Nothing in this Order shall be construed as limiting the 
protection afforded national security information by any other 
provision of law. 


1-102. "Top Secret” shall be apeiaed to information, the 


unauthorized aisetospre of which reasonably could be expected to 


cause except ionally grave iganage to the national SCORE FEY: 
ye 103. “Secret” shall be applied to information, the 


unauthor ized disclosure of which reasonably cone be expected to 


ceases serious “damage to the national security. 


Cove “confidential” shart be applied to information, En 
unauthorized ‘disclosure of which reasonably could be expected to 


cause daasge to. the national security. - 


1~2. “Classification Authority. 


1-201. Top Secret. Authority for original classification 


of information as Top Secret may be exercised only by the 


Section 1-204. 


president, by such agency heads or officials as the President may 
designate by publ ication in the Federal Register, and by - 


officials to whom such authority is delegated in accordance with 


“1-202. . seuree: “author ity for original classification of 


information as Secret may be exercised only by such agency bia ae ne 


or officials as. the president may designate ee publication in the, 
Federal Register, by officials to whom such renee ney is 
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delegated in accordance with Section 1-204, and by officials who 
have Top Secret classification authority. 

1-203. Confidential. Authority for original classification 
of information as Confidential may be exercised only by such 
agency heads or officials as the President may decrgnees by 


publication in the Federal Register, by officials to whom such, 


author ity is delegated in accordance with section ee -204, and by 


officials who have TOP Secret or Secret classification author ity. 


1-204. Limitation on Delegation of Original Classification 


Authority. 


(a) author ity for oriqanal classification of 


information as Top Secret may be Geegated only to principal 


‘subordinate officials who have a need to exercise such 


authority as determined by the President, by egetey heads raat 


“officials designated pursuant to Section 1-201, or by senior 


officials with Top Secret: classification author ity who have 
been designated in writing to exercise this authority by 


such agency heads. 


-. ¢b) Author ity for original classification o£ =e 
. information as Secret may be delegated only to subordinate 
‘officials who Weve a need to exercise Sueh author ity as. 
determined by the pubuidedes by agency heads Or officials 
- designated pursuant to section 1-201 and 1- 202, or by 


officials with Top secret classification author ity. 
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(c) Authority for original classification of 
information as Confidential may be delegated only to 
subordinate officials who have a need to exercise such 
authority as determined by the President, by agency heads 
designated pursuant to Sections 1-201, 1-202, and 1-203, or 
by officials with Top Secret classification authority. | 

(a) Eacn ge teeaeion of original classification 

authority eras! be in writing by name of official or title 


’ oft position held. 


(e) Delegations of Spain classification author ity 
shall be Limited to the absolute minimum required to . 
exercise auch authority to effectively and efficiently 
we administer this, Order. Agency heads shall be ‘responsible 
oe ensur ing hae: officials so designated nave a 


_ demonstrable < jane continuing need to exercise such authority. 


ye -205. _Exceptional cases. When an employee, contractor, or 
a of an agency ‘that does not have original classification 
author ity originates, information Depiev ed by the employee, 


contractor, or grantee ‘to require classification, the information 


| shall} ‘be protected in a “manner consistent with this order, and ee 


implementing directives. ‘the qufeehation shall He transmitted 


ote fe 
ay ios 7 


promptly under adequate ‘safeguards to the agency which has 
appropriate subject matter interest and classification authority 


with respect to this information. That agency shall decide 
- Approved For Release 2005/08/02 : CIA- RDP87B01034R000200050052- 2 
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within thirty (30) days whether to classify this information. [If 
it is not clear which agency has classification responsibility 
for this information, it shall be sent to the Director of the 
information Security Oversight Ofzice for review. The Director 
shall consult with any agency determined to have a subject matter 


interest in this information before making a classification 


determination. 


1-3. Classification Requirements. 


1-301. Information shall be considered for classification 


Z£ it concerns: 


(a) military plans, weepons, OF operations; 
{b) the vulnerabilities or capabilities of systems, 


installations, projects, or plans vital to the national | 


security; 
‘“(c) foreign government information; 


(da) intelligence activities (including special 


activities), or intelligence sources or methods; 


(e) foreign relations ex foreign activities of the 


United States; 
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| glaseification author ity. 


more of the eae 


relating to the national security; 


nuclea 


| “subsection shall be ‘reported promptly to the Director “of tne, 


| Information ‘secur ity “oversight office. 
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scientific, technolog ical, or economic matters 


(£) 


g) United States Government programs for safeguarding 


r materials or facilities; 


' 
aan mtn nat athe are 
seen he A NORRIE Mts 


(h) cryptology; 


ig mekeerets whose disclosure might place the Life OX. 


safety of an eaaiviaaak in jeopardy; 


3) eee procedures or material relating to the 
protect ive mission of the United States Secret Service or 


other agencies mace similar responsibilities; 


. ((k) . a confidential source; OL 


-() other ipeaseies of information which are. ‘related 
to the national secur ity and which require protection. | 


against “unauthorized disclosure as determined by the. 


“president or by agency heads who have original 


Eny determination made under this 


f i MEPES Sot 


4-302. information “which is Soeee cane 6 concern one, or i 


gories in Section ‘1-301 shall be classifies when 
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an or ig inal classification authority also determines that its 
unauthorized disclosure reasonably could be expected to cause 
damage to the national security. In considering whether the 
disclosure of information could be expected to cause damage to 
the national security, jt is not necessary to consider such 


information in isolation. | Information shall be classified Gf its 


_unauthor ized disclosure, when considered in the context of 


related information, reasonably could be expected to cause such 

damage. | | . 2. 
1-303. Unauthorized GqdeieeuLe of FOresg2 cove nenent : 

information, cryptologic information, information which could 


compromise the identity of a confidential BOUECEs or information 


‘relating to intelligence activities (inebadang special 


activities), or intelligence sources Or methods, is gene 
cause damage to the national security. - | 

| ae 304. information classified in accordance with section 
in 3 shall not be declassified automatically as a result @E any 
unofficial publication or inadvertent or unauthorized disclosure 


in the Uae? States or abroad of identicar or similar 


i information. 


1-4, Duration of Classification. 


rine “Information. ‘shall be Aessieied for as ne as 


required by national secur ity considerations. Procedures shall 


be developed by agencies to ensure the effectiveness and 


integrity of the classification system while eliminating the 
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accumulation of classified information which no longer requires 
otection. Information shall be considered for downgrad ing or 
: lassification | as soon as practicable based on the degree to 
nich the passage of time or the occurrence Of a specific event 
wos .s L 
events may have eliminated or reduced the original nationa 
“cous ity sensitivity of this information. If appropriate, 
original classification authorities shall set a specific date or 
“event for declassification or review for declassification at t the 


time the information is originally classified. 


“\-402. information subject to automatic ‘declassification 
avant to Limitations on duration of classification specified 
: n predecessor orders shall not be automatically declassified, 
but shall be reviewed to determine if national security 
considerations require continued classification. Agency eagy 
designated pursuant to section 1-2 and the heads of agencies 


h h had original classification authority under predecessor 
whic 


ent .* 
jurisdiction from this review requirement 


- . kw 


voartment © ision of this Section 
| “the inclusion of this Sec 
fense “objects to 
* Department of De 


burden that 
tadle administrative 
i e to the unaccep e be 
iO an believe Gail be created in sccgeeoe 2as33 and chose 
e eqitimate declas eh the 
discriminate petve gaily assigned to documents to comply wi 
which we . | 
requirements of E.O. 12065. 
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1-5. Identification and Markings. 


1-501. At the time of original classification, the 
following shall be shown on the face of all classified documents, 
and prominently displayed, where practicable, on all other forms 
of classified information, except where such markings would 
reveal a confidential source or relationship not otherwise 


evident from the face of such docuaents or information: 
(a) the office of origin; 


(b) the date or event for declassification or the 
‘notation " Declassify Upon Notification of Originator”; and 


(eo) one of the three classification designations. 


“def ined in Section l- le 


1-502. only the designations Top secret, Secret, or o.2 
Confidential may be Gsea to identify classified information. 


Markings such as "For official Use Only”, "Limited official Use" 


_ Or "sensitive" “shall not be uses for that purpose. 


means, indicate which, portions are classified, with the 


' classified. oo mane president and agency heads designated pursuant c— 


* theix clas ssification jucisaiction from this portion-marking _ 


peanivencne. 


a 503. “Each classified ‘docunent shall, by marking Or other . 


ree 


applicable ‘classification Gesignartons and which portions are not 


to Section {= 2 may, for good cauees except inkormatton under 


sede ge i ee? 2 ee 


oe ee 
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1-504. Foreign government information shall either retain 
its original classification designation or be assigned a United 
States classification designation that shall ensure a degree of 
protection at least equivalent to that required by the entity 


that furnished the information.- 


1-6. Limitations on Classification. 


1-601. Classification shall be determined solely on the 
basis of naenenas Speurey, considerations. In no case shall 
information be classified in order to conceal violations of oe 
iereTesienéy or administrative error, to prevent aieseeaeonene to 
a person, or organization or agency, OF to restrain competition, _ 
or to prevent for any other reason the release of information 
widen does not require protection ia the interest of qauronal 
security. : | | | | | 

1-602. Classification may not be used to limit . 
ie tenenaeion of eae nemee onnenee is not classifiable under the 
Sesaene of this Order or to prevent or delay the public 
release of such information. a 

ode 603. A document may be Siecsteica: after an agency has, 
received a request aad the coennens under the Freedom of a 
Information act (S U. S. c. 552) or the eeivace Act of i974 ( | 
U. S. 6. (552a), | or the mandatory Review provisions of this Order 


(Section 3- 4) df such classification is appropriate under this 


eA 


Order and is, ‘authorized ‘by, ‘the. agency head, by the deputy agency 


head, by senior agency ‘officials designated by agency heads, or 
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by an official with Top Secret classification authority. 
Classification authority under this provision shall be exercised 
personally, ona document-by-document basis. 

1-604. Information which has been reviewed for 
declassification nee ane procedural and substantive criteria of 
E.O. 12065 pursuant to a Freedom of DE SENAL AOR Act or Privacy _ 

. Act or Mandatory Review nequest which is still pending at the | 
| time this Order becones effective, need not be rereviewed gade: 

ae BeOu ta Or? of this Order, though an agency may in its sole 

_ discretion apply | the prov y ton of this order such pending 


requests. 
SECTION 2. DERIVATIVE CLASSIFICATION. 
2-1. Use of Derivative Classification. 


2-101. Persons who Onn RepEOGUeSs extract, or sealer cuca 


“classified information, or who merely apply classification 


2" markings derived from source mater ial or as directed by 2 


ea Classification Seiden need ROE “possess eeisinal classification 


“authority. 


Q- -102. Persons vino apply such derivative classification 


markings shall: 


=e observe a and ‘respect original classification 


decisions, which shall not be altered by the use ‘Of a ee 


" classification level, “time Limit, or other marking different 


‘Approved For Release 2005/08/02 : CIA- RDP87B01034R000200050052- ee us 
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from the original on any COpyY, extract, paraphrase, 


restatement, or summary of any classified item except as 


specified under approved procedures for downgrading, 


decilassification, OF classification review in accordance 
.¢ 


with Section 3 below; and 


(b) carry forward to any newly created documents any 
assigned dates or events for declassification and any 


-- additional authorized markings. A single declassification 


date or event may be used for documents classified on the — 


basis of multiple sources. 


2-2. Classification Guides. 


25 201. Agencies may pro omulgate classification guides to 


facilitate the proper and uniform classification of 


information. To ES extent that information is paseie tea 


pursuant to these guides, such classification is derivative 


classification. 


3 202. wesy Gute shall be approved personally and ing 


ity. Such 
-writing by an appre ies classification aUEnOn sh c 


inal ences rpiekeion decision. 


apiroval constitutes an orig : tes 
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Section 3. DECLASSIFICATION AND DOWNGRADING. 


3-1. Declassification Authority. 


Bs — 


3-101. iieormstion shall ae geciassieiea or down raded Ge 
soon as national Set any considerations’ permit. Agencies shall 
coordinate their review of classified information with other 
agencies that have a direct interest in the subject matter... 
information that continues: to meet the classification 
requirements prescribed by Section 1-3 despite the “passage ef 
time will continue to be arétectea in accordance with this. Order. 

3-102. To the fullest extent practicable, Le EOE Los! shall 
be declassified ox downgraded by the official who sume trea the 
; original classification Lf that official is still serving in the 


same Post lions or by the originator" s officially author ized | 


©. successor. Declassification and downgrading authority also may 


be exercised by a Supery 1SOry official of the original classifier 

_OX£ successor, or by officials delegated such authority by a 

senior agency official ‘designated pursuant to Section 5- ~301(a}. 
3-103. “the provisions of this section shall apply to- 


, agencies which, undex the terms of this OEceks do not have 


ve original, classification author ity, but which had such author ity 


“1 under’ ‘predecessor orders. _ Coe. 
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3-2. Transferred Information. 


3-201. In the case of classified information transferred in 
conjunction with a transfer of functions, and not merely for 
storage purposes, the receiving agency shall be deemed to be the 
originating agency for purposes of this Order. 

3-202. In the case of classified information which is not oe 
officially ee er as / descr ibed in Section 3-202, but which 
orig inated in an agency. which has ceased to exist ue ‘for which 
there is no successor agency, each agency in possession of suche 
information shall be deemed to be the seiaanaeine agency fox: 
purposes of this Order. Such information may be declassified a 
downgraded Py the agency in possession after consultation with 
any other agency ybien has an interest in the banaeee matter of 
the Sufommations: _ =. _ + & Jus fay 

3 203. Classified -information transferred to the General 
Services Administration for accession into the Archives of the 
United States shall be founseaded or - declassified in accordance 
with this Order, with directives of the Broo tee aici through 
the Naeional Security council, and with agency guidel ines 
Jcetrnanees in ésasuredvion with the Information Security 


Oversight Office. 


a systenatic Review for Declassification. iets ore 
3-301. The President and agency heads designated pursuant 
to Section La -2y includ ing the heads GE agencies | which had 7 


original classification author ity under predecessor Oraeras 2 
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establish staat: for the systematic review of classified 
inperancion constituting permanently valuable records of tne 
Government, as defined in 44 U.S.C. 2103, and information in the 
possession and control of the Adainisreator of General Services, 
wapeuane to 44 U.S.C. 2107 or 2107 note, for the purpose of 
declassifying or downgrading .such information. Guidel ines» 
concerning systematic review for declassification may be issued 
by such agency heads for classified information undex their 
JpPsegier is after consultation with the Archivist of the United 
States and review by the Information Security Oversight Office. 
Information for which no systematic declassification guidel ines 
are aBSUCas or information which is not age es in these . 
guidelines as requiring systematic review, and for which a prior 
Gen as sen ace date has not been established, ona be subject 
to review for declassyeicaliae in accordance with the EEQv stone 
of Section 3- A. | : . eae 
3- 302. The Secretary, of Defense may establish special _ 
procedures for systematic review for declassification of & 
cryptologic information, and the Director of Central Intelligence 
may establish special seecsaures for systematic 1 review for | 
declassification of information pertaining to intelligence a 


c activities (includ ing special activities) OX intelligence 


"sources or “methods. 2 ata a eee 
aS -303. Guidelines. issued pursuant to this section shall be 
used by, the archivist of the ‘United States and, upon approval of & 


- the issuing author ity, any agency having custody o£ the 


iueSema elon: 
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3-4. Mandatory Review for Declas sification. 

3-401. Except as provided in Section 3-402, all information 
classified under this Order or predecessor orders shall be 
subject to a review fox dectasieisacien by the originating 


agencys provided that: 


(a) the request is made by a United States citizen or 
permanent resident alien, or a federal, state or local 


United States governmental body or agency, and 


(b) the request describes the documents or material 
containing che information sought with sufficient 
specificity to enable the agency to locate jt with a 


reasonable amount of effort. 


3-402. information Less than ten years old which was 
originated PY the President, Ene White House Staff, by committees 
Or commissions appointed by ae President, or by OtnerS acting on 
behal£ of tne President, including such information in ‘the 


Possess Oe and control of the Administrator of General Services 


ie pursuant to U. Ss. C. 2107 ox 2107 note, is exempted ‘from ha 


provisions of ‘Section 3-401. SucH ta¢ormation over ten years ola 
shall be cubject to mandatory review for declassification in 
accordance with ene. prowsszens of this Section. | 

3- 403. agencies conducting a mangarony review for 


declassification shall declassity and release information » no 
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longer requiring protection under this Order unless withholding 
otherwise is warranted under the sreedom of Information Act, the 
Privacy AS or other applicable law. 
3-404. Agency heads shall develop procedures to process 
> requests for the mandatory review of classified information. The 
Secretary of Defense shall develop special procedures for the 
review of cryptologic information, and the Director of Central 
Intelligence shall develop special procedures for the review of 
information pertaining to intelligence activities Coneloaing 
special activities), or intelligence sources OF methods, after 
appropr iate consultation with affected agencies. The archivist 
shall develop special procedures for the review of aneOemat ton eae 
the possession and control of the Administrator of General 
Services pursuant to 44 U.S.C. 2107 or 2107 note. AIL procedures _ 
for mandatory review shall be reviewed by the Director, 
fRteemnatien heey Oversight Office, to ensure that they are 
consistent’ with this Order. Mey | 
| 3-405, In facponse to a request for information enaer ee 
Freedom of ee ee Act, the Privacy Act, or the Mandatory 
Rev iew provisions of this Order: | . | 
(a) An agency shall refuse to confirm or deny the existence ” 
or non-existence of requested information whenever the pat Of 


its existence or non-existence is itself classifiable | under, aes 


oe Order. ) os : a 
. | (b) “When an agency wecsaues any request for documents | in 
its custody that were classified by another agency r. it shall 

refer the request | to Bae. originating | agency for processing, and 
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may, after consultation with the originating agency, inform the 
requester of the referral. In cases in which a response under 


Section 3-405(a) is determined to be required, the eCEceEang 


agency shall respond to the 3, ae consrstent with that Section. 


ee “Requests for ‘decla ass ication nicl are Subinbitea 


under the provisions of the Freedom of Information Act on pedyaey 


Act shall be processed in accordance with the provisions of those. 


Acts. 
SECTION 4. SAFEGUARDING. 


4-1. General Restrictions on Access. 
4-101. A person is eligible for access to classified 
information only after a formal determination of trustworthiness 


has been reached by agency heads or deotgnate? senior officials 


and provided that such access is eoecukte) to the accomplishment 


of authorized and lawful Cover cient purposes or eGhbeeeeuan 


obligations. In order to make this determination, agencies are 


authorized to collect background data on individuals, including 


criminal justice information.* Agency heads designated pursuant 


to Section 1-2 shall issue and maintain minimum invest igative 


Sand ance that must be eaeare before access to information 


classified in each 6E the three national secur ity | classification 


see qeaaeions” is permitted. 


* Department of Justice “nae objected to the inclusion of Kies 
provision which specifically authorizes the collection of 
background data on individuals, finding an executive order on 
classification an inappropriate vehicle in which to address the 


issue p OEpraiec erie ate UieroHe2 26h RDPBFHO1034X000200050052-2 
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4-102 Controls shall be established by each agency to 
ensure that classified information is used, processed, stored, 


reproduced, transmitted, and destroyed only under conditions that 


. will. provide adequate. protection and prevent, access by 


unauthor ized persons. Originating agencies May place 
. wee ‘an 
restrictions on the reproduction of classified documents and 


establish other accountability controls in conformity with this 


policy of protecting classified information from unauthorized disclosure 


4-103. Classified information shall not be disseminated | 
outside the Executive Branch except under conditions which ensure — 
that the information will be given. .protection equivalent to that 
afforded within the Executive Branch. | | 

4-104. Except as provided by directives issued by the 


President through the National Security Council, classified 


information originating in one agency may not be disseminated 


outside any other agency to which it has been made available 
without the consent of the originating agency. 
4-2. special Access programs. . 

. 4-201. Agency heads designate ed pursuant to Section 1-201 
may create special access programs to control access, 


distribution, and protection of particularly sensitive 


information classified pursuant to this Order or predecessor 


rders os procedures governing the creation, continuance, and 
re) ° 


maintenance of such special access programs shall be developed by 


these: agency heads. Such programs may be created or continued 


only § at the written direction of these _ agency heads - For spectat | 
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access programs pertaining to intelligence activities (including 
special activities), oF intelligence sources Or methods, this 
function ease exercised by the Director of Central 
Intelligence, who shall ensure the establishment of common | 
security, access, dissemination and control Spencenas for such 


programs. 


4-3 Nueeee by Historical Researchers and Former Presidential 


Appo intecs- 


4-301. The ‘requirement in Section 4-101 that access to 
class sified information may be granted only as is essential es the 
accomplishment: of authorized and lawful Government purposes ox 
contractual obligations may be waived in the exercise of ae 
agency's sole discretion, as provided in pce hon Taster oe) 


persons who; 
(a) are endaged in historical research projects, Or 


(b) shavtously have occupied policy-making positions 


to which they were appointed by the President, 


4-302 Waivers “under section 4- 301 may be Spanked only a 


the agency with jurisdiction ¢ over the information in the exercise 


of its sole discretion: 
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(a) determines in writing that access is consistent 


with the interest of national secur ity; 


{b) takes appropriate steps to protect classified 
information from unauthorized disclosure or compromise, and 
ensures that such information is safeguarded in a manner 


consistent: with this Order; and 


(c) Limits the access granted to former Presidential 
AG PEOIEUGES to items that the aPGEEOn originated, reviewed, 
equned or received while serving as a presidential 


appointee. 
SECTION 5. IMPLEMENTATION AND REVIEW. 


So Oversight. 

| ‘5-101. the National Security council may review sada matters 
. with respect to the a of this Order and ‘shall 
provide overall policy direction for the Information Security | 


Program. The National security Council shall be assisted in 


these PUneEAONS by the Information Secur ity oversight office. | 


5-2. Information Securit “oversi ht Office. — 


5-201. uhe Information secur ity oversight office shall. have 


a full-time Director appointed by the Assistant to the President 


for nation oonaided tiie A RGbeHEn eee aa he - ee 
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president. The Assistant also shall have authority to appoint a 
staff for the Office. 


5- 202. The Director shall: 


(a) oversee agency actions and review agency 
implementing regulations to ensure compliance with this 


Order and implementing directives; 


(b) eonsaaey and ake action on complete and 
suggestions from persons pulse or outside the Government 
with EeeESes to the administration of the Information 


Security Program; 


(c) develop, in consultation with the agencies, and 
promulgate, subject to the approval of the Net rone: Security 


Council, der ceuies for the implementation of this Order 


_which shall be bind ing. on the agencies; 


(d) xeport annually to the President through the 
National Security Council on the implementation of this 
. Ordex; | 


eebigar 


“(ey “exercise case-by-case ‘classification authority in 


accordance with section ls 205 and review requests for 


“original, Glassitication “author ity from agencies or etfieiane 
not, granted original classification authority pursuant to 


Section | = 2; and 
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(£) have authority,. consistent with the protective 


purposes of this Order, to require each agency to furnish 
such reports Or information as is necessary to fulfill the 


Director's responsibilities. 
5-3. General Responsibilities. 


5-301. Agencies which originate ox handle classified 


information shall: 


(a) designate a eau oe agency aeiciar to Seeck and 
administer an Information Security Program to include an 
active oversight program to ensure effective iiplguentation 
of this Order, which Program shall familiarize agency and ; 

other personnel who have access to classified information 
with the peovisigns of this Order and implement ing 
directives and shall impress upon agency personnel their 
responsibility to exercise vigilance in complying with this 


Order; 


~ (b) establish a process to dec ide appeals from denials . 
of declassification requests submitted poeeuenn to Section 


3-4; and 


{c) establish Pee ee i =, to Breve pnnecessary | access 


de eiaeeieied information, including procedures which 
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require that a demonstrable need for access to classified 


information is established before initiating administrative 
clearance procedures, and which ensures that the number of 
persons granted access to classified information is reduced 
to and maintained at the minimun number that is consistent 


with operational and security requirements and needs. 


; 5-302. unclassified regulations or guidelines that 
establish agency information’ security policy shall be ‘published 


in the Federal Register. 
5-4. Sanctions. 


5-401. If the Director, Information secur ity Oversight 
Office, finds that a violation of this Order or any implementing 
directive may have occurred, the Director shall make a report to 
‘the head of the agency concerned so that corrective steps, aif 
appropriate, may be taken. 

. 5-402. Officers and employees of the United | States 


Government shall be subject to appropriate sanctions if they: 


. (a) knowingly, vinisenty or negligently disclose 
without author izat ion “inforaation properly classified under 


“this order or “predecessor « orders; or 


(ey “now ingly and “yiligully classify or cont inue the 
“classification of information in violation of this Order or 


A 
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{c) knowingly, willfully or negligently violate any 


other provision of this Order or implementing directive, 


5—403. Unauthorized disclosure for purposes of this Section 


includes either a communication or physical transfer of 


classified information to an unauthorized person, 


5-404. Sanctions may include Rene ames: uae reer? without 


pay, removal, termination of classification suthorieys or other 


sanction in accordance with applicable law and agency regulation. 
5-405. Agency Heads shall ensure that appropriate and 
prompt corrective action is taken whenever a violation under 


Section 5-402 occurs. 
SECTTON 6. GENERAL pROVIS TONS. 
6-1. betiaitions: 
6-101. “Agency” has the meaning prov ided at 5 ee. 


Soave 


6- 102. "Information" includes any information Or material, 


regardless of its physical form Or characteristics, that is owned ‘A 2x, 


by, eioauced: bys produced for, or is under the control of ‘the 


United States Government. 


b= 103. "classified information" means information that has 


been aaueedanca ‘pursuant | to “this Order or any ; predecessor order 
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to require protection against unauthorized disclosure and that is 


so designated. 
6-104. “Foreign government information” means: 


(a) Any document, material, or information provided by 
a foreign government or governments, an international - 
organization of acu ieanence or aa element thereof with the 
expectation, expressed or implied, that the document, 
material, information, or the source of the document, 


material, or information is to be held in confidence; or 


(b) Any information or material produced by the United 
States pursuant to or as a result of a joint arrangement, 
with a foreign goviernient or organization of governments, 


requir ing that the information, the arrangement, or both be 


‘held in Lie. 


- 6- 105. "National security” means the national defense and 


‘ foreign relations of the United States. 


tans rita nema ane 


6-106 - "Confidential source” means the eRe AEN of any 
indy dual 0 or oxganization which has provided, or which may 
reasonably be ‘expected to Breuees information to the United 
states. on matters pertaining to the national senuey sith Se 
expectation, expressed or implied, that the information or 


relationship | or both be hele in confidence. 
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6-2. General. 


6-201. Nothing in this Order shall supersede any 
requirement made by .or under the Atomic Energy Act of 1954, as 
aenaeas Ppestricted Data” and information designated as 
"Pormerly Restricted Data” shall be handled, protected, 
classified, downgraded, and declassified in conformity with the 
provisions of the Atomic Energy Act of 1954, as amended, and 
regulations issued pursuant thereto. | ie 

6-202. — The Attorney General, upon request by the head of an 
agency, his duly designated representative, or the pivector of 
the Information Security Oversight Office, shall nepegnariy or 
through authorized representatives of the Department of Justice 
render an interpretation of this Order with respect to any 
question arising in the course of its administration, 

6-203. aseunive Order No. 12065 of June 28, 1978, 7. 
revoked as of the effective date of this Order. . : 

6-204. This Order shall become effective on ‘; 


1981. 


